SEXTORTION

HOW TRUSTED ADULTS CAN SUPPORT YOUTH

What is SEXTORTION?

Sextortion is a form of blackmail where
someone threatens to expose sexual
images or videos of another person to
pressure them into providing additional
images, sex, money, or other favours.

Who does sextortion affect?

Research suggests that:

Boys are more likely to be extorted for
money and girls are more likely to be extorted
for more images.'

There is a higher prevalence of sextortion
among LGBTQ+ youth.?3

According to Cybertip.ca:

Reports of financial sextortion have
increased by 150% since 2022.4

90% of financial sextortion victims who
reported to Cybertip in 2023 were male.

What are the impacts of
sextortion?

Sextortion is a harm that is committed online, but it
is important to recognize that it can result in serious
negative impacts beyond purely online spaces.

Experiencing sextortion can increase the risk of
negative mental health outcomes, including stress,
anxiety, self-blame, depression, and isolation.>¢
Some victims of sextortion also suffer from suicidal
ideation, and there are cases of some youth dying
by suicide.
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How can | support someone
who is being sextorted?

YOU CAN GIVE THEM THE FOLLOWING ADVICE:

Stop communicating with the personwho is
threatening you. We know this can be really hard,
but research shows it can help.

Contact NeedHelpNow.cato get supporton
removing a sexual picture/video. They can also
help you send notices to offenders and platforms.

Do not comply with any threats. Do not send any
money or more images.

Remember that if you agree to a sextorter’s
demands, this will often lead to more demands.

Deactivate your accounts, but do not delete your
social media accounts orimages because you may
need them as evidence of what happened.

Take screenshots of the messages you received
and/or exchanged with the offender and their
profile, including their username.

Let them know if they are experiencing
sextortion, they are NOT ALONE and
there are resources available to them if
they need help:

NeedHelpNow.ca provides information on
emotional support, reporting, and how to help

a victim with support services in your area
(e.g., counselling, peer support, therapy).

Project Arachnid is a ool that helps victims have
theirimages removed if they are shared publicly.

Kids Help Phone (1-800-668-6868) can provide
urgent emotional support and help victims
navigate whatever they are experiencing.
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